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SECTION A
(5Qx2M=10Marks)
S. No. Marks CO
Q1 Briefly define “key pair”. 2 co1
Q2 Define “subscriber” as per the Information Technology Act,2000. 2 co1
Q3 Section ___ of the Information Technology Act,2000 deals with liability 5 col
of an intermediary.
Q4 Cyber offences are dealt with under Chapter __ of the Information 9 col
Technology Act,2000.
Q5 Briefly define “cyberspace”. 2 CcO1
SECTION B
(4Qx5M= 20 Marks)
Q6 Explain the click — wrap agreements. 5 CO?2
Q7 Summarize any two functions of a Controller. 5 CO?2
Q8 Explain asymmetric cryptography as per the Information Technology 5 co2
Act,2000.
Q9 Summarize the principle of technological neutrality. 5 CO2
SECTION-C

(2Qx10M=20 Marks)

Q10 | Analyze the famous statement by John Perry Barlow: “Governments of
the Industrial World,.. | come from Cyberspace, the new home of Mind.
On behalf of the future, I ask you of the past to leave us alone.You have 10 COos3
no sovereignty where we gather.” with respect to theory of self-
regulation of cyberspace.

Q11 “In cases with insufficient interactivity or minimum contacts, but where

an action is targeted at a particular forum, the courts can apply the 10 co3




“effects test”.” Analyze the statement with respect to determination of
jurisdiction in internet cases.

SECTION-D
(2Qx25M=50 Marks)

Q12

Alice is studying in 6™ grade in a school in Nagpur. She often uses
cellphones and tablets belonging to her parents to attend online sessions
of her school. Recently, her parents discovered that somebody had
created a fake account in the name of their child. They approach you, a
cyber lawyer for legal advice:
A. Analyze if Alice has been a victim of a particular cyber offence
under the Information Technology Act,2000.
B. Discuss whether the Information Technology Act,2000 is
sufficiently equipped to protect child related offences and privacy
as compared to GDPR?

25
(15+10)

CO4

Tim and Kim have been regularly communicating about their business of
leather goods through email. Recently, Kim advised Tim to use
blockchain technology and crypto assets, for delivery and logistics of
their business. Tim argues that Indian laws may not be able apply on
crypto assets and blockchain. You are legal advisor to both of them:
A. Analyze the working of blockchain technology for the purpose of
running Tim’s and Kim’s business.
B. Discuss whether Kim and Tim will be able to avail legal remedy
in case they face loss in crypto assets in India?

25
(15+10)

CO4






